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Danh tinh so va chir ky so trong Fintech




Noi dung

» Gidi thiéu vé danh tinh sb

» Hién trang chir ky sb

» Vai tro cla danh tinh s6 va chi ky s6 doi voi
Fintech




Gi&i thiéu ve danh tinh so

.



- Danh tinh sb (digital Identity) 1a dai dién duy nhat ciia mét dbi twong
(nguoilthyc thé) véi tap hop di liéu thudc tinh da chi tiét d& mo ta
dwoc dbi twong do 1a duy nhat khi tham gia vao mét giao dich dién to
trong mot nglr cadnh nhat dinh nhw chinh phu dién t&, thwong mai
dién t&r, ngan hang s6,...

o X&c thwe sb 1a quy trinh vé thiét 1ap sw tin cay ctia danh tinh s6 dbi
v&i mét hé thdng thong tin. N6i cach khéc: 1a viéc xac thwe thdng tin
danh tinh cta nguwdi “trinh dién” (vd: login vao cbng dich vu cong
chang han) va xac minh xem cac thong tin, di¥ liéu thudc tinh do co
dung va&i thdng tin, di liéu cha danh tinh vé ngudi dé da dwoc dang
ky va lwu trlr trong hé thdng quan ly danh tinh hay khong.

> Phwong thirc xac thwe: username/password; mat khau mét lan
OTP/Smart OTP, sinh trac hoc (biometrics), chi ky sb.

D T~ Ty



¥/  Mé hinh quan Iy dinh danh

» Mb hinh truyén thong » Xac thyc giao dich trong mé hinh
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» Xac thwe ndi bd

» Xac thuwc bén ngoai

» M6 hinh xac thuwe tap trung
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» M6 hinh xac thwc lién minh/lién
thong
» M6 hinh phan tan

External authentication Centralised identity Federated authentication Distributed identity

Internal identity management

Structure

Flow of information

Omne entity acts as both
the IdPF and RP

= The system provides
users within a single
network access to
services that they are
permissioned to access
based on their
attributes

= All user attributes are
held inside the single
entity and are used to
permission users to
either grant or deny
access 1o a given
service or pathway
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Many IdPs authenticate
users to a single RP

= The system
authenticates users to
the RP based on their
authentication to one
of a set of IdPs

* MNo attributes are
transferred between
the ldPs and the RP;
the authentication
transaction is used to
simply grant or deny
the user access to the
services offered by the
RP
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One IdP serves many RPs

= The system has a
single IdP that
authenticates users
and transfers or
exposes attributes to
many different RPs
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A set number of IdPs
authenticate users 1o
many RPs

= The system has a
single IdP that stores
user information,
while a separate set of
IdPs authenticate
users who are
attempting to transact
with RPs

= After authentication,
the requested
attributes are
transferred from the
IdP that holds
attributes to the RP
with which the user is
transacting
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Many IdPs serve many
different RPs

=  The system involves
multiple IdPs that
authenticate users and
transfer atiributes to
many different RPs

Attribute flow

WIORLD ECOMNORMIC FORUM | 2016 Authentication flow 1 s
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X%~ WEF: A Blueprint for Digital Identit
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Every identity system must have four roles and one function to operate.

— - -

Users Relying parties

RPs are entities that accept
attestations from IdPs about user
identity to allow users to access
their services

Users are entities for which the
system provides identity, for the
purpose of allowing them to
engage in transactions

Identity providers Governance body

The governance body provides
oversight for the system and owns
the operating standards and
reguirements

IdPs are entities that hold user
attributes, attest to their veracity
and complete identity transactions
on behalf of users

Attribute exchange platform

The attribute exchange platform completes transactions by matching identity queries from RPs with attributes from IdPs and exchanging
attributes or proof of identity

WORLD ECOMNOMIC FORUM | 2016 " — Function I a7

An industry Project of the Financial Services Community
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Identity Lifecycle
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The World Bank Group
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& Vong doi danh tinh (2)

Citizen/End-user
©
e :
USE Identity
/"_\ Provider

Service UPDATING enrollment
Frovicer REGISTRATION
Lifecycle

service <-—-AUTHENTICATION  Management validation ----—------ _-__drg:f-al
identity
Authentication ISSUANCE Attribute
Provider ; S
¥ rovider
credential

Standard-Setting ID organizations & | Donor Agencies &

Regulatory Agencies | Bodies Trust Frameworks Development Partners

The World Bank Group
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& Cong nghé -Technology

Biometrics Cards Supporting Technologies for Mobile
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Bar Code Magnetic Security orP
Stripe
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Vo Nonelectronic RFID Machine-readable Text Reobtaton  Moble  Auhentcwor  TPM
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RN 29 Blockchain

OpenlD
Connect
Authentication and
Trust Frameworks

t & p

FIDO(VAF)  FIDO (U2F) SAML

Predictive Analytics
Analytics
Technologies

& B

Business Activity and Biographic Matching
Operational Analytics (Fuzzy Search)

Risk Analytics
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SELECTION 3
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lmage standard
Data Interchange
format standard
Elomatric Interface

Standard

Imege standard
Ehhl'lun:hn'gn
format standa

Standard

lmage standard
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Blomatric Interface
Standard
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SELECTION 4
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JPEG/RPEG2000,/FPHG
See guidanca node

IS0 ¥ra4 -5

IS0 PES (CSEFF)
IS0 PT84 (HioAF)

JPEG/AFEG2000, PR WEE
Soo guidanoa nots

IS0 Y734 - 4 (Fingerprint)
=0 IE?"E-I—.E-;]"‘Iri.rI.aE-]

IS0 WFES (CEEFF)
150 PoTRY (HicF)

JPEG/RREG2 D0 PG
Soo guidance node

=0 w7as - 5
IS0 WTES (CHEFF)
150 1784 (HiaAF)

IS0 7A¥D and
150 TS

150 TAMD and
150 4443

{50 TS0T)

FIPS 1B&-4

RFC 3447 REA
{PEE §1)

FIP5 PUB 180-4
{E=HA-1, SHA-GI2/256 ot )

FIPS lan-2

IM-T XEQD | ISOVIEC 9594-B
WILETSl XAGES
IS0V IEC E=q17
PDFA1T / GR oodo

S0 guidanca nots

QIDC = 0farth f SAML
Seo guidance note
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&  Chi phixay dwng hé théng ID

Cost Components across the ID lifecycle

Key Cost Categories

Enrolment Staff Central Admm IT Operations Resident Support ] Human Resources
Operations Staff Staff
Credential ID Credential — 1
Instrument Personalization Distribution 2 ID Credential
Personalization DC/DR SW & Central IT
Software Hardware Sysiems De-dup Software 3 Central IT Infrastructure
IDHO & Enrolment . . .
Regional Office Centers Citizen Helpdesk 4 Physical Establishments
Computers/ Office Printers, . Enrolment
Laptops Doc. Scanners Enrclment Kits System 5 Enrolment IT Infrastructure
Aduncacy Grievance End User 8 IEC
Campaigns Hedressal Trainings

Procurement Strategies adopted by Government

The World Bank Group
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Bank Account Website

Select to open
new bank account

Agree to terms &
conditions

Chose to use
existing GOV.UK
Verify |dentity

Select identity Log in: user 1D
provider and password

Verified Data
: Mame -
Confirm identity / Aodress ! SMS 2nd factor
details st ; authentication
Mokiidy syt 7 :
Email sy

Provide addiuona} details

Consentto
marketing

Confirm alldetails and
open bankaccount




z&\ﬁ Loii ich co’ ban ciia dinh danh so

» Hwéng dén nguyén tac “OOP — Once Only Principle”

» Giam chi phi quan ly nguw&i dung, chi phi xac thwc cua
bén rng dung (chi phi: thu thap théng tin, quan ly, chi
phi hé thong IT...)

» Giadm thiéu rui ro, sw lwa ddo va trém cap dinh danh

» Tang cwdng su tuan thu phap ly cac giao dich dién tw.

» Gidm thiéu ri ro va trach nhiém vé thong tin riéng
(privacy) cho cac nha cung cap dich vu trwec tuyén
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¥, Phan tich SWOT khi ap dung mé hinh
L\ / =
7 xac thwc bén ngoai

= Strong level of identity = Insufficient scale
= Established standards = Lack of awareness and
= Proven methods education
* Government endorsed = Difficultto understand |
* Reduced friction = Privacy concerns
= Owned by customer = Onlysolves part of the
= Trusted data sharing problem
= Interoperable = No central driving force
= Shared reputation
SWOT
= Reduce costs = No certainty of success
» Reduce failure rates = Lack of required investment
= Remove barriers = Lack of regulatory approval
= Entirelyonline = Changing landscape
= Migration to digital = Government strategy
= Shorten transactions = Fragmentation / Competing
= Easier transactions Schemes
= Reduce fraud |

RN R e ON~NL. 202020222 2=



\/} Phwong thire xac thwe hién nay o Viét
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» Xéac thwe danh tinh ctia nguwdi ding clia cac cong
dich vu cdng cla cac bd, nganh, tinh, thanh phd
(chi yéu la username/password)

» X&c thwe qua céng dich vu cong qudc gia
(dichvucong.gov.vn) qua: ching thw sd, s dién
thoai.

» Xac thwe dinh danh ngwdi dung cua cac ngan
hang thwong mai (username/password +
OTP/Smart OTP), chi ky s0 (it)

» Xac thwe dinh danh cla hé thong thué dién to
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¥ 2 Cac VB dang trién khai xay duwn
W g y dwng

1. Nghi dinh vé dinh danh va xac thwc dién tw
dang chinh sira dé trinh Chinh pha (sau khi lay y
kien Thanh vién chinh phu).
2. Hién trang cac CSDL

Cad s& div liéu dan cu

Ca sé& dir liéu can cudc cong dan

Co s& dir lieu Bado hiém xa hoéi Viet Nam

Cd s& dir lieu Thué

Cao s& div liéu dang ky kinh doanh

Co s& di¥ lieu khach hang cda cac nha cung cap dich vu

> T6 chrc cung cap dich vu chirng thuc chr ky s6 - CA

> Ngan hang thudng mai (Commercial Banks)

> Cdac nha cung cap dich vu vién thdng (Fix/mobile Telecom
Opertors)

vV vV vV VvV VvV v

ich vu truyén hinh tra tién



Bén rng dung:

CA Cﬁng Cﬁng HG tro - DVCtryctuyén
g - Thuédién i
CungCépd'ChVU EEEEEEEEEEEEEEEEEEEEEEESN ue aien

16 CA

Hai quan dién ti

BHXH dién t&
E-bank, e-com, e-health, e-
: edu, e-retail,...
- Ban CTS -Cung cap dich vu
CTS = Thiét bj - chdp nhén chit ky s6
lwu khda + thoi
han sir dung o
CTS Nguoi dan
- Mua CTS | Doanh nghiép

St dung dich vu

Thi truong dich vu chirng thue chit ky s6 ludn ludn ton tai 3 bén:

- 1. CA cung cap dich vu cho nguoi sir dung

- 2. Nguoi st dung (users) sir dung dich vu cia bén cung cap rng dung

- 3. Bén cung cap &ng dung (RP) can su san sang cla ngudi st dung dich vu, trong qud
trinh s dung thi bén &ng dung can sy ho tro (k§ thuat, cong nghé) tir CA.

->CA ¢6 ban dwogc CTS cho nguoi st dung hay khong thi phu thudc vao RP cé chap nhén.
->Do dd, cadn nhin nhan mét cich téng thé, Khdng thé thiéu thanh phan nao.



Cung cap dich vu

DICHVY CHUNG THYC CHO KY SOVIETTEL-CA

sareéRi (On

Trust@
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VIETTEL-CAD Neravex VNPT (@

N CA
Jd‘en TL' ;CJ\J Iy =6 céng odng

§Sign (J) EFY-CA

SAVIS MISA Vo cMe corp

Bén rng dung
Ch&p nhan chit ky s6

Doanh nghiép (93%)
Ca nhan nguoi dan (0%)
Ca nhan thudc DN (7%)

St dyhg dich vu

- Thi treong 1,425,405 CTS/15 CA -> Canh tranh khoc liét
- Bén rng dung c6 3 nganh (chu yéu) chap nhan CKS/15 CA -> Tich hop phtrc tap hon ky

thuat cong nghé tir 15 nha cung cép.

- Xu thé: Cap phép tang CA -> Thj trwdng ngay cang nhé di, cac CA canh tranh ciing 1 tap KH



% Cong ngheé

Cong nghé: USB Token/SIM PKI/Remote

CA cOng cong

@1 cap dich vu
éé[an chit ky

SO

/ L0731 4@n
- Mua CTS r>oanh r.ghiép & dung dich vu
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LUAT GIAO DICH BIEN TU

Quy dinh CKS/DV chirng thye CKS

Nghi dinh 130/2018/NB-CP

v

TT 06/2015/TT-BTTTT
Boi twong: public CA
(Truyén thong)

TT 22/2020/TT-BTTTT ngay
7/9/2020 : I
Van ban quy dinh yéu cau ky

TT 16/2019/TT-BTTTT

chiv ky s6

]
thuat phan mém ky s6, kiém tra |
]
1

Van ban phap ly vé chir ky so

LUAT CHUYEN NGANH

/l Tai chinh: ND 165/2018/ND-CP \I

Ngan hang: ND 35/2007/ND-CP

TMDT: ND 52/2013/ND-CP

HDDT: ND 119/2018/ND-CP; TT 68

HD/CTDT: NP 123/2020/ND-CP

DVC: ND 61/2018/ND-CP

) ngay 5/12/2019 vé 0412019/ /
i Théng tw 04 TT-BTTTT
MOb"eS';:]'i/n'zemOte Lién thong: GRCA-NRCA Nghi dinh 45/2020/ND-CP ngay 8/4/2020
ctia CP vé thwc hién tha tuc hanh chinh
[ trén moi trvdng dién tor _\
Thong tw 41/2017/TT-BTTTT quy dinh st dung chi ky s6 Vban dt: QD 28/2018/QD-TTg; )
3| cho van ban dién t trpng cO quan ,nhé,nu’c’yc. Doi twong:
CA, CQNN, Phan mém ky Sé, kiém tra CKS “. Vén thU’ ND 30/2020/ND'CP
Thong tw 185/2019/TT-BQP (4/12/2019) thay thé TT o 3 )
( 08/2016/TT-BQP Thong Tw 02/2019/TT-BNV; })




i\@ Mé hinh tdng quan giai phap SIM PKI

FIPS PUB 140-2 level 2 hay
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P Mé hinh té te signi
Nz 6 hinh tong quan remote signing
\@ (Cloud PKI)

O

EN 419 241-2 (qualified only)

Thanh phan

twong tac vai Module I\/I?dulle
nguoi ky ky sO ma hoa

(HSM)

Tamper Protected Environment

TS119432 TSP Service Component ST
(Giao thrc) Koperating remote QSCD / SCD A I@l

TS 119 431 Xacthyc uy
quyén ky

(Yéu cau chung vé chinh sach)



\/\ . Vai tro cta danh tinh s6 va chir ky

%&\// so doi véi Fintech

- Danh tinh sb - ha tang phap ly dang hoan thién
so'm.

- Chir ky so

- Chir ky sO c6 hé thdng phap ly day da, ap dung
cho tat ca cac dbi twong (ca nhan, td chirc).

- CO thi trwdng cung cap dich vu chir ky so canh
tranh, cong nghé da dang

- Cac nha cung cap dich vu c6 kinh nghiém trién
khai cac dw an ap dung chir ky so trong cac
nganh quan trong nhw thué, HQ, BH




Két luan

» Pinh danh dién t& (elD) clia cac co quan, nguwdi co tham
quyén da co phéap luat quy dinh (khi ky so).

» Binh danh dién t&r (elD) cua cac doanh nghiép, ca nhan
dang ky dich vu chir ky s6 da co phéap Iy thira nhan.

» Van ban phap ly quy dinh vé gia tri phap ly cia thong diép
di liéu (van ban dién tir, chirng tir dién tir, héa don dién
t&r, hop dong dién ttr) co gid tri phap ly khi dwoc ky bang
chir ky s6. Da co quy dinh.

» Van ban phap Iy quy dinh vé gia tri phap ly ctia chi ky so
trong giao dich dién t&r (chinh phu dién tr, thwong mai
dién tw) - Ba co quy dinh.




Xin tran trong cam on!

Pham Qudc Hoan - Pho Giam dbc
Trung tdm Ching thwe dién t& Qudc gia
Tel: 024.36882333 / 0913362858

website: www.neac.gov.vn




